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. Tém Tat

Trong qud trinh s& dung cpanel ching tdi phat hién 16 héng cho phép ching tdi leo quyén I&n thuyc thi
I&nh RCE trén hé théng tién tdi chém quyén cao nhat (root) clia vps ngudi dung.

[l.  ChiTiét L6 Héng

Khi tién hanh phan tich code cla cpanel ching tdi nhan thay dich vu cé mot file process phu trach hét
cac cau lénh thuc thi nhu tao thw muc cho domain x6a domain...... tuy nhién file ndy dwoc ma hoéa bang
ioncube nén budc tdi phai giai ma chung dé biét cach ching hoat ddng mdt cdng viéc mat rat nhidu thoi
gian cua toi.

if (3
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Figure 1: Code Decode

Dwa trén két qua decode duoc ching téi nhan thay cach goi shell exec cdc ham nhap khéng dam bao an
toan

Cu thé céc di¥ liéu nhap vao bén trong exec dé ch& thye thi déu khéng dugc kiém soat ngudi dung nhap
bat cr thong tin nao déu tré thanh ndi dung dé shell_exec thyec thi, Igi dung diéu nay ching téi dung
diu & dé pha v& cau tric [énh va tir d6 thyc thi dwoc ciu 1énh bat ky ma ching tdi muén.

Nguyén nhan chung toi phai dung ky tu “&” la vi:

Khi tdi muén thyc thi duwgc mot cau I1énh ndo thi phai thoét ra khdi cau Iénh trwdc ma ddm bao nd
khong bj 16i cau [énh trudc d6 dé cau Iénh shell phia sau ching t6i can né duoc thuec thi, tuy nhién dai
V@i case nay ching téi khdng thé dap (rng duwoc diéu kién dé nén ching t6i dung & dé ép Iénh phia trudc
né dang 16i tré thanh mot doan ma chay background va sau dé hé théng sé& thuc thi cau 1énh cla ching
tdi mong mudén theo dung trinh tu shell script. Sau khi tat cd cic 1énh hoan thanh thi hé théng s& tra vé
két qua cla shell d3 chay background

Kiém tra xem minh |3 user nao cé phai root khéng
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Figure 2: Kusanagi User

Do user dang chay web khong phai root 1én phai dung sudo dé 1én quyén root tuy nhién t6i can chac
chan t6i cé thé dung dwoc 1énh sudo d3, vay nén i can doc file sudoers, va vo cung bat nge khi user
Kusanagi c6 thé dung I&nh sudo ma khéng bi yéu cau mat khiu day 13 diéu tuyét v&i cho phép ching toi
tan cong leo 1&n quyén root cla vps théng qua |énh sudo.
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Figure 3: Kusanagi Sudo Without Password

Tir van d@ trén tdi bat dau thiét k& cho minh moét payload dé leo thang chiém quyén hé théng.



Encode to URL encoded format
Simply enter your data then push the encode button.

&echo "$(sudo useradd -m -p EncryptedPasswordHere hacked) ™

© To encode binaries (like images, documents, efc.) use the file upload form a bit further down on this page.
UTF-2 w Destination character set.
LF {Unix) » Destination newline separator.

["] Encods each line separately {useful for multiple entries).

[T =plit lines into 76 character wide chunks {(useful for MIME).

@ Live mode OFF Encodes in real-iime when you type or pasie (supporis only UTF-2 character set).

2 ENCODE £ Encodes your data info the textarea below.

%26echo%20%22%24%28sudo%20useradd%20-m%20-p%20EncryptedPasswordHere%20hacked%29%20%22

Encode files into URL encoded format
Select a file to upload and process, then you can download the encoded result.

Figure 4: Khdi Tao payload tao user



Send ' Target: hup:/150.95.114.41 2 (2)
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Figure 5: Gti payload tgo tai khodn

Figure 6: User Buoc Tao Thanh Cong



Figure 7: Check Info User Truwdc Khi Thay B6i Mat Khdu
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Figure 8: Thay d6i mét khdu thanh céng cua user bét ky




Figure 9: Bdng Nhép Thanh Céng Théng Qua Théng Tin Bi Thay Déi

.  Khuyén Céo

Céch slra chira 16i nay rat don gidn thong qua viéc kiém tra cac ky tw nhap vao cla ngudi dung khéng
cho phép xuat hién cac ky ty dac biét

if(preg_match("/([%\$#\*\&]+)/", $cms))
{

echo 'Invalid cms name;

}

else

{

echo $cms;

}




